Dataportal APlI Documentation
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Overview

The Dataportal Rest API enables users to send data into the system Gagnaskilakerfi (GSK)
Sedlabanka Islands.

Using the API

Initially users have to login using the authenticate method of the API to obtain authentication
token. This Bearer token returned from API is then used in the HTTP Header for other protected
resources of the API.

Token expires 8 hours after authentication.

Here you can try out and play with the API using Swagger:

« PROD environment https://api.sedlabanki.is/dataportal/swagger/index.html
e TEST environment https://api-test.sedlabanki.is/dataportal/swagger/index.html

Base URL’s for Dataportal API

Environment URL

Test https://api-
test.sedlabanki.is/dataportal

Prod https://api.sedlabanki.is/dataportal

Methods

Authenticate (POST: dataportal/authenticate)

Used to authenticate the user with the system and obtain the authentication token. Token also
returned in http only cookie.

URL


https://api.sedlabanki.is/dataportal/swagger/index.html
https://api-test.sedlabanki.is/dataportal/swagger/index.html
https://api-test.sedlabanki.is/dataportal/swagger/index.html
https://api-test.sedlabanki.is/dataportal/swagger/index.html
https://api.sedlabanki.is/dataportal

POST
https://api.sedlabanki.is/dataportal/authenticate

Request
Parameters
Type |Description Data Type | Required
yp Y type yp q
Username .
username | of the user | string | body
logging in
Password of .
password | the user string | body
logging in
Social
security .
ssn number of | string | body
the report
party

JSON request example

{
"username": "username",
"password"; "password",
"ssn"': "ssn”,
}
Response
HTTP status codes
e 200.0K
e 400. Bad Request
e 401. Unauthorized
e 403. Forbidden
e 404. Not found
e 429. Too many requests
e 500. Internal Server Error


https://api.sedlabanki.is/dataportal/authenticate

HTTP: 200. OK

Name Description Data type
id User id int
username | Username of the reporting party string
token Authentication token string
ssn Social security number of the reporting party string
email email of the reporting party string
List of reporting party members.
partyList PartyName, PartySSN and boolean value indicating if user is admin or object
not

JSON example response

{
"id": "1234567890",

"username": "Jon_Jonsson",
"token™: "eyJhbGciOiJIUzIINilsInR5cCI61kpXVCJI9.ey...............
"ssn': "1234567890",

"email": "jonjonsson@fyrirtaeki.is"
"partyList": [{"partyName": "Banki", "partySsn": "1234567890", "isAdmin": true}]

}
Logout(POST: dataportal/logout)

Used remove http only cookie that includes authentication token

URL

POST https://api.sedlabanki.is/dataportal/logout

Response
HTTP status codes

e 200.0K


http://sedlabanki.is/
https://api.sedlabanki.is/dataportal/logout

400. Bad Request

401. Unauthorized

403. Forbidden

429. Too many requests
500. Internal Server Error

HTTP: 200. OK

Name Description Data type

statusCode Return code int

statusMessage | Return message | string

JSON example response

{
"statusCode": "200",

"statusMessage": "Logout successful”,
}
Templates (GET: dataportal/templates)

Used to get templates for user.

URL

GET
https://api.sedlabanki.is/dataportal/templates

Request
Parameters
Name| Description Data Type Required
p type yp q
token | Authentication string | header *
token



https://api.sedlabanki.is/dataportal/templates

Data

Name| Description
type

Type |Required

Social security
number

ssn (kennitala) of |string | parameter
the reporting

party

Request example

GET
https://api.sedlabanki.is/dataportal/templates?ssn=1234567890

Response
HTTP status codes

200. OK

400. Bad Request

401. Unauthorized

403. Forbidden

404. Not found

429. Too many requests
500. Internal Server Error

HTTP: 200. OK

Name Description Data type
templateld Template Id string
reportName Name of the report string
nextDeliveryDate | Next due date Date
lastDeliveryDate Last due date Date

ssn Social security number (kennitala) of the reporting party

string



https://api.sedlabanki.is/dataportal/templates?ssn=1234567890

Name Description

Data type

Indicates whether a department needs to be specified when

useCategoryName | submitting data. If true categoryName can be access by bool
calling /accountingDates.
Indicates whether a accounting date needs to be specified

useAccountingDate | when submitting data. If true accountingDate date can be bool
accessed by calling /accountingDates.

reportType Report data type of the report. (e.g. application/vnd.ms- string
excel)

reportExtension Report data type extension (e.g. xIsx) string

catagoryNameL.ist | List of departments/branch names to submit the report

List<string>

JSON example response

{

"templateld": "S14",

"reportName": "EfnahagurTryggingafélaga”,
"nextDeliveryDate™: "2020-04-29T00:00:00",
"lastDeliveryDate": "2020-02-14T23:59:59",
"ssn": "5602694129",

"useCatagoryName": true,

"useAccountingDate": true,

"reportType™: "Excel skr& med macro”,
"reportExtension™; "xlsm",

"catagoryNameList": [ “catagoryl" , "catagory2" ],




Data (POST: dataportal/data)

Used to sent data (reports) into the system.

URL

POST https://api.sedlabanki.is/dataportal/data

Request

Parameters

Type

Description

Data
type

Type

Required

token

Authentication
token

string

header

templateld

Template ID.
Retrieved
from
/templates
method

string

body

ssn

Social security
number
(kennitala) of
the reporting

party

string

body

accountingDate

Accounting
date

DateTime

body

Required if useAccountingDate: true in
/templates endpoint.

accountingDate info for template can accessed
from the /accountingDates endpoint

categoryName

Name of
branch / fund /
department

string

body

Required if useCatagoryName: true in /templates
method.

categoryName info for template can accessed
from the /accountingDates endpoint

file

The data sent
into the
system

byte[]

body



https://api.sedlabanki.is/dataportal/data

Request example

{
"templateld": "S14",

"ssn™: "1234567890",
"accountingDate": "2020-02-29T00:00:00",
"categoryName": "Modurfélag”,
"file": "dGhpcyBpcyBhIHRIc3QgZmlsZQ=="
}

Response
HTTP status codes

201. Created

400. Bad Request

401. Unauthorized

403. Forbidden

429. Too many requests
500. Internal Server Error

HTTP: 201. Created

Name | Description | Type

Id of the

document
created in
the system

documentlid string

Message
message from the string
system

JSON example response

{
"documentld": "2b8bf630-fb55-4c8a-a56e-49880cab7744",

"message": "Document added to queue”

}




DeliveredReports(GET: dataportal/deliveredReports)

List of delivered reports.

URL

GET https://api.sedlabanki.is/dataportal/deliveredReports

Request
Parameters
Name Description Data Type |Required
type
token Authentication string | header *
token
Social security
number .
ssn (kennitala) of | string parameter
the reporting
party
Report .
templateld template id string parameter
categoryName Catagory strin arameter
gory name g |P
accountingDate gxa(i(éountlng datetime | parameter

Request example #1

GET https://api.sedlabanki.is/dataportal/deliveredReports?ssn=1234567890

Request example #2

GET https://api.sedlabanki.is/dataportal/deliveredReports?ssn=1234567890&templateld=F14

Response

HTTP status codes



https://api.sedlabanki.is/dataportal/deliveredReports
https://api.sedlabanki.is/dataportal/deliveredReports?ssn=1234567890
https://api.sedlabanki.is/dataportal/deliveredReports?ssn=1234567890&templateId=F14

200. OK

: 400. Bad Request

e 401. Unauthorized

e 403. Forbidden

e 429. Too many requests

e 500. Internal Server Error
HTTP: 200. OK

Name Description Data type

deliveryld Delivery id int
documentlid Id of the document created in the system string ($uuid)
templateName Template name string
description Report description string
accountingDate Accounting date Date
created Report created date Date
status Status of the report string
catagoryName Catagory name string
reportUser Who created the report string
templateld Id of the template string
expectedDeliveryld | Id of the expeceted delivery for template int

JSON example response

[{ "deliveryld": 1234,

"documentld": "123e4567-e89b-12d3-a456-426614174000",

"templateName": "Name of the Template",
"description™: "Description of the Template",
"accountingDate™: "2019-12-31T00:00:00",
"created": "2021-03-19T00:00:00",

"status": "Méttekin",

"catagory": "Modurfélag”,

"reportUser": "Prufa,

"templateld": "F233",

"expectedDeliveryld™: "1"

H




AccountingDates(GET: dataportal/accountingDates)
List of accounting dates.

URL

GET https://api.sedlabanki.is/dataportal/accountingDates

Request
Parameters
Name Description Data Type Required
type

token Authentication token string | header *
Social security number (kennitala) of . .

ssn . string | parameter
the reporting party

templateld | Id of the template string | parameter

Request example #1

GET https://api.sedlabanki.is/dataportal/accountingDates?ssn=1234567890

Request example #2

GET https://api.sedlabanki.is/dataportal/accountingDates?ssn=1234567890&templateld=F14

Response
HTTP status codes

200. OK

400. Bad Request

401. Unauthorized

429. Too many requests
500. Internal Server Error

HTTP: 200. OK


https://api.sedlabanki.is/dataportal/accountingDates
https://api.sedlabanki.is/dataportal/accountingDates?ssn=1234567890
https://api.sedlabanki.is/dataportal/accountingDates?ssn=1234567890&templateId=F14

Name Description Data type
templateld Id of the template string
templateName Template name string
accountingDate Accounting date Date
categoryName Catagory name string

JSON example response
[{ "templateld": "F13",
"templateName": "Name of the Template",

"accountDate": "2019-12-31T00:00:00",
"catagoryName": "Modurfélag”,

H

FeedbackFile(GET: dataportal/feedbackFile)

Returns feedback file for delivered reports

URL

GET https://api.sedlabanki.is/dataportal/feedbackFile

Request
Parameters
A Data .
Name Description Type |Required
type

token Authentication string | header *

token

Social security

number .
ssn (kennitala) of |string |parameter

the reporting

party

Report . .
templateld template id string | parameter



https://api.sedlabanki.is/dataportal/feedbackFile

. Data :
Name Description type Type |Required
Id of the
document string .
documentlid created in the | ($uuid) parameter
system

Request example #1

GET https://api.sedlabanki.is/dataportal/feedbackFile?ssn=1234567890&templateld=S14&documentid
=123e4567-e89b-12d3-a456-426614174000

Response
HTTP status codes

200. OK

400. Bad Request

401. Unauthorized

403. Forbidden

404. Not Found

500. Internal Server Error

HTTP: 200. OK
Returns feedback file in body

Body example response:



https://api.sedlabanki.is/dataportal/responseFile?ssn=1234567890&templateId=S14&deliveryId=1111111
https://api.sedlabanki.is/dataportal/responseFile?ssn=1234567890&templateId=S14&deliveryId=1111111

{

<?xml version="1.0" encoding="UTF-8"?>
<BizData xmIns="urn:iso:std:is0:20022:tech:xsd:head.003.001.01"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:n1="urn:iso:std:is0:20022:tech:xsd:head.001.001.01"
xsi:schemalocation="urn:iso:std:is0:20022:tech:xsd:head.003.001.01 head.003.001.01.xsd">
<Hdr>
<AppHdr xmlns="urn:iso:std:is0:20022:tech:xsd:head.001.001.01"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal.ocation="urn:iso:std:is0:20022:tech:xsd:head.001.001.01
head.001.001.01_ESMAUG_1.0.0.xsd">
<Fr>
<Orgld>
<ld>
<Orgld>
<Othr>
<ld>IS</ld>
<SchmeNm>
<Prtry>Authority code</Prtry>
</SchmeNm>
</Othr>
</Orgld>
</ld>
</Orgld>
</Fr>
<To>
<Orgld>
<ld>
<Orgld>
<Othr>
<1d>549300K5GD3JPA2LLG98</1d>
<SchmeNm>
<Prtry>LEI</Prtry>
</SchmeNm>
</Othr>
</Orgld>
</ld>
</Orgld>
</To>
<BizMsgldr>FB_D081BFCF-1CC2-49CA-BE33-EB89D9B6CBD6</BizMsgldr>
<MsgDefldr>auth.031.001.01</MsgDefldr>
<CreDt>2022-03-11T10:11:11Z</CreDt>
<RItd>
<Fr>
<Orgld>



http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema-instance

<ld>
<Orgld>
<Othr>
<1d>549300K5GD3JPA2LLG98</Id>
<SchmeNm>
<Prtry>LEI</Prtry>
</SchmeNm>
</Othr>
</Orgld>
</ld>
</Orgld>
</Fr>
<To>
<Orgld>
<ld>
<Orgld>
<Othr>
<ld>1S</ld>
<SchmeNm>
<Prtry>Authority code</Prtry>
</SchmeNm>
</Othr>
</Orgld>
</ld>
</Orgld>
</To>
<BizMsgldr>D081BFCF-1CC2-49CA-BE33-EB89DIB6CBD6</BizMsgldr>
<MsgDefldr>auth.016.001.01</MsgDefldr>
<CreDt>2022-03-11T10:11:11Z</CreDt>
</Rltd>
</AppHdr>
</Hdr>
<Pyld>
<Document xmIns="urn:iso:std:is0:20022:tech:xsd:auth.031.001.01"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:iso:std:is0:20022:tech:xsd:auth.031.001.01
auth.031.001.01_ESMAUG_Reporting_1.1.0.xsd">
<FinInstrmRptgStsAdvc>
<StsAdvc>
<MsgRptldr>FB_D081BFAB1CC249CAB1234569D9B6CBD6</MsgRptldr>
<MsgSts>
<Sts>RJCT</Sts>
<Sttstcs>
<TtINbOfRcrds>1</TtINbOfRcrds>
<NbOfRcrdsPerSts>
<DtldNbOfRcrds>1</DtldNbOfRcrds>



http://www.w3.org/2001/XMLSchema-instance

<DtldSts>RJCT</DtldSts>
</NbOfRcrdsPerSts>
</Sttstcs>
</MsgSts>
<RcrdSts>
<OrgnlRcrd1d>549300K5GD3JPA2LLG98R9999999</OrgnlRcrdld>
<Sts>RJCT</Sts>
<VldtnRule>
<ld>CON-074</Id>
<Desc>The format of the buyer identification code is incorrect</Desc>
</VldtnRule>
</RcrdSts>
<RcrdSts>
<OrgnlRcrd1d>549300K5GD3JPA2LLG98R9999999</OrgnliRcrdld>
<Sts>RJCT</Sts>
<VldtnRule>
<|d>CON-412</Id>
<Desc>If at least 7 days has passed after the transaction submission (i.e. it is the 8th day
after the submission) the transaction shall be rejected with the following error message:
Instrument is not valid in reference data on transaction date</Desc>
</VIdtnRule>
</RcrdSts>
</StsAdvc>
</FinInstrmRptgStsAdvc>
</Document>
</Pyld>
</BizData>

}

Support

To get support or ask questions about the API, please contact adstod@sedlabanki.is



mailto:gagnaskil.profanir@sedlabanki.is
mailto:dstod@sedlabanki.is

